MobileSecure

OnEdge Port Control

Stop Data Leakage through Removable Media

OnkEdge Port Control is the industry's most comprehensive, secure and easy-to-use
endpoint security solution - controlling every endpoint and every device, over every
network or interface.

OnEdge Port Control monitors real-time traffic and applies customized, highly-granular
security policies over all physical, wireless and removable storage interfaces, including:
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OnEdge Port Control detects and allows restriction of devices by device type, model
or even specific device serial number. For storage devices, OnEdge Port Control
allows security administrators to either block all storage devices completely, permit
read-only, or even block devices above a certain storage capacity. WiFi controls are
based on MAC address, SSID, or network security level.

Security Policy - Flexible and Simple Implementation

OnEdge Port Control creates forensic logs of all data moving in and out of the
organization, allowing administrators to create policies that don’t necessarily restrict
device usage, but allow full visibility device activity and content traffic.

Through a built-in and flexible management console, OnEdge Port Control allows
administrators to create comprehensive and granular endpoint security policies.
Policies are exported directly to Active Directory as Group Policy Objects (GPOs),
ready to be assigned to relevant Organizational Units (OUs) and silently installed on
clients.

With built-in alerting capability, administrators can get immediate notifications of any
activity that needs immediate response. Alerts are available via email, SNMP, Syslog,
Windows Event Viewer, popup messages and even custom scripts.

Data Sheet

HIGHLIGHTS:

¢ Real-Time visibility of who’s
connecting what to corporate
endpoints

e Visibility over all USB,
PCMCIA, FireWire and WiFi
ports

® Granular record of all current
and past device connections

® Quick ramp-up, zero
overhead, short learning
curve

¢ Simple and powerful audit and
control of endpoints.

WHAT’S NEW:

Granular WiFi Control
Control WiFi connectivity of
users by MAC Address, SSID
or the security level of the
network.

File Tracking

Create forensic logs of all files
moving in and out of the
organization via removable
storage.

U3 and autorun control
Protects against auto-launch
programs by blocking autorun.




Uncompromised Control with Tamper-Proof Agent

OnEdge Port Control’s lightweight and tamper-proof client-side agents are easily
deployed, installed silently at the endpoint with no reboot required. The Protector
agent operates at the kernel level, and includes redundant, multi-tiered anti-tampering
features to guarantee permanent control over endpoints. Even local administrators
can’t circumvent security policy. In addition, agents are invisible to end-users until a
non-approved device is connected, at which time a custom-defined notification
appears.

OnEdge Port Control Advantages

® Granular control -- detects and restricts devices by device type, device model
or unique serial number

* Policy flexibility -- separate policies can be defined for any domain, group,
computer, or user; policies are easily associated with Active Directory
Organizational Units (OUs) for GPO update

® Advanced policy enforcement -- via independent, kernel-level, real-time
analysis of low-level port traffic

® Secure agent — silent deployment, redundant multi-tiered anti-tampering
prevents security policy circumvention

¢ Intuitive management -- seamlessly integrates into Active Directory or other
network management software

¢ Easy auditing and visibility- Encrypted logs and alerts can be viewed in the
management console or integrated with third-party software for comprehensive
analysis or immediate notifications

e Multilingual — OnEdge Port Control speaks your language, allowing easier local
administration
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About MobileSecure

MobileSecure enforces compliance at the "Mobile Edge". With more than | billion
mobile devices (PDAs, smartphones, iPods, thumb drives, Zip disks, and more)
currently in the market, business users are connecting these devices to corporate
PCs and networks on a daily basis.

MobileSecure brings business continuity to companies looking to both meet
compliance and to continue to allow their workforce to leverage the power of
mobile technologies.

Endpoint Control
Integration with
OnEdge Port Control

OnEdge Port Control is the
industry's most comprehensive,
secure and easy-to-use
endpoint security solution -
controlling every endpoint and
every device, over every
network or interface.

Seamlessly integrated with
OnEdge Port Control, OnEdge
Auditor allows easy transfer of
devices discovered in audits to
OnEdge Port Control’s
whitelist of approved devices.

Contact us Today

MobileSecure, Inc.
2 Dundee Park
Andover, MA 01810

Phone: (978) 470-8770
Email: info@mobilesecure.com
Web: www.mobilesecure.com




